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7 20-65535 bytes
20-60 bytes
Header Data

HLEN Type of Service Total Length
4 bits 4 bits 8 bits 16 bits
Identification Flags Fragmentation Offset
16 bits 3 bits 13 bits
Time To Live Protocol Header Checksum
8 bits 8 bits 16 bits
Source IP address
32 bits
Destination IP address
32 bits
IP Option
Var
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IP Header: Verslilon, Length, ToS

® Version number (4 bits)
* Indicates the version of the IP protocol
* Necessary to know what other fields to expect
* Typically “4” (for IPv4), and sometimes “6” (for IPv6)
* Header length (4 bits)
® Number of 32-bit words in the header
® The smallestvalue is 5: 5%32=760 bits= 20 byres
* Can be more when “IP options” are used (eg. The biggest value is 15: 75%32=480
bits=60 byres (max header))
* Type-of-Service (8 bits)
* Allow packets to be treated differently based on needs

* Eg. low delay for audio, high bandwidth for bulk transfer

https://manara.edu.sy/
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IP Header: Length, Fragments, TTL
* Total length (16 bits)
* Number of bytes in the packet
* Maximum size is 65,535 bytes (2'° -1)

* ...though underlying links may impose harder limits

* Fragmentation information (32 bits)
* Packetidentifier, flags, and fragment offset
® Supports dividing a large IP packet into fragments
® ..incasealink cannot handle a large IP packet
® Time-To-Live (8 bits)
* Used to identify packets stuck in forwarding loops

¢ ..and eventually discard them from the network
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* Potential robustness problem |P Header: More on Time-to-Live (TTL)
\/Forwarding loops can cause packets to cycle forever

\/Confusing if the packet arrives much later

el

* Time-to-live field in packet header

v'TTL field decremented by each router on the path
v Packet is discarded when TTL field reachesO...

v'...and “time exceeded” message is sent to the source

https://manara.edu.sy/
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IP Header Fields:"ll'ransport Protocol
® Protocol (8 bits)

O Identifies the higher-level protocol
‘/E.g., “6" for the Transmission Control Protocol (TCP)
‘/E.g., “17" for the User Datagram Protocol (UDP)

O Important for demultiplexing at receiving host

v'Indicates what kind of header to expect next

protocol=6 protocol=17
IP header IP header
TCP header UDP header
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Protocol :IPv4 JsSg39 ndI
TCP Slodpldlgiblal e (511 JgSa39 0l Bl Baall L] o2 o
e Lin W ctpokons (e ogB 256 Jaid sz gy
¥ sS993 135 I ceas (@15 IANA (8 0 ¥5S 550 5l 2ald Ladog iy o3
Aailadl c¥gSe59 | paad JsSai9 0 lsass JII Jgzdl e

YV VYV

1 Internet Control Message Protocol (ICMP) RFC792
2 Internet Group Message Protocol (IGMP) RFC1112
4 IP encapsulated within IP RFC 2003
6 Transmission Control Protocol (TCP) RFC793
17 User Datagram Protocol (UDP) RFC 768
46 ReSource reserVation Protocol (RSVP) RFC 2205
47 General Routing Encapsulation (GRE) RFC 2784
89 Open Shortest Path First (OSPF) RFC 2328
124 1S-1S Intradomain Routing Protocol (IS-IS) RFC 1142
132 Stream Control Transmission Protocol (SCTP) RFC 2960

http://www.iana.org/assignments/protocol-numbers
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IP Header: Checksum on the Header
® Checksum (16 bits)
O Sum of all 16-bit words in the IP packet header
O If any bits of the header are corrupted in transit
O ... the checksum won’t match at receiving host
O Receiving host discards corrupted packets

\/Sending host will retransmit the packet, if needed

134 134
+212 + 216

=346 =350

Mismatch!
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IP Header: To and From Addresses

* Two IP addresses

v/Source IP address (32 bits)

v Destination IP address (32 bits)
® Destination address

\/Unique identifier for the receiving host

v/ Allows each node to make forwarding decisions
® Source address

\/Unique identifier for the sending host

‘/Recipient can decide whether to accept packet

v'Enables recipient to send a reply back to source

9 https://manara.edu.sy/
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IP Options :IPv4 JSg39 o]

® Options:
¢ Security restrictions

* Record Route: each router that processes the packet adds its IP address

to the header.

* Timestamp: each router that processes the packet adds its IP address and
time to the header.

* (loose) Source Routing: specifies a list of routers that must be traversed.

® (strict) Source Routing: specifies a list of the only routers that can be

traversed.
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Fragmentation in IPv4 :IPv4 J¢Sg59 01 § @53l
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IP Header

Datagram 1 i

IP Header

Datagram 2 !

IP Header

Datagram 3
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Fragmentation :IPv4 J4Sg59 oI
ooy 13] AU e e oo Koz @19 Alimdin 3y Bike ) Lelibann ety olipdanll (oany mand ¥ 5
AST @Sl =¥gS539  3lass ulae (29 . 4a3y Jol Allan 1950 OF B SLledl 235 IS Jgumg 19,datiy ¢
o> e Slbaall BUS o2 Lo Aol A0yl @Somtll Aluey Bllas s i i (L laglally o
PDUS slac¥l czxzll gale :IP dab an 38150 2550l mead¥ @ lagdatll 7 lins Jias LeS 532!
IP a3y ol el Lland SIS ISy yiuol 095 JiS & ciloglall @ids cumsg cLae Jaladdl oy (&J1 Al
(g AN Lzl @) gLl 5Lae¥l ey A1 Camy) By

2555 Ladie .max PDU=576 bytes g X.25 A ae Abuaall by o (JSAd § LS 280 Sl i W
Lo .cgly 576 cpo ST biles 203 (8T iz ga¥ il 8uSTie (09un Ll B suaall J) il o3y Jlasy] Abuiall
52 EthernetJ! a8cad max PDU o Hlaels Ethernet a8 (Jilase X.25 a0l 3lis Ll 2,1 AU
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Fragmentation :IPv4 JgSg39 I
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Maximum Transmission deelacy! Jaul 81598 LEIST JMS cpo A5eetl] Adoe s Sy >
Dosll S e lowest maximum PDU Zualaci PDU il (29 sy sasall oy Unit (MTU)
Budly audl o
O Wbl Sleslall UMS (e Aagall sin BLAIST Lilall lagdall § c¥sSoso | (any Jols >
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» Maximum size of IP datagram is 65535, but the data link layer protocol generally
imposes a limit that is much smaller
> Example:
Ethernet frames have a maximum payload of 1500 bytes
> datagrams encapsulated in Ethernet frame cannot be longer than 1500 bytes

> The limit on the maximum IP datagram size, imposed by the data link protocol is

called maximum transmission unit (MTU)
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MTU MTU
1500 @ @ 1500
] Header 1 | Data 600 | Header \
] Header 2 | Data 600 | Sata 1500
] Header 3 | Data 300

MTU : Maximum Transport Unit
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Net1 Net 2 Net 3 Net 4

8500 bytes 2000 bytes 1000 bytes 500 bytes
Node A m
= = =

vaies &1 Jslaoy ) sie 9o Lo o B Buaall J) &llusy Jlusy] ABuaall sl 13)
o5 4l @ladl ae (2yly 10000) (2 Llay) 51 2801 ldaall csET13R3 )
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95 IP dusgys ol LesgB500 bytes Jas Juses T (Net1 an Jolazs R1 o 5Ll

30 bytes ga dusg Al px> (9Sewd 10 bytes ;ludes yaibas Lsats 20 bytes

o by Lgad (980 1D
1530 bytes 4alillg 8470 bytes 5.1

Number of messages at R1= 1*8500+1*1560= 2 messages
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. :R2 JI RT (e JLa¥| e
335G IP duagys of Lesg 2000 bytes Jas Jumes T (Net 2 as Joay R2 ool Lae s

:Jilwy 5 | 8470 bytes Alu, pwdilusd . 30 bytes
590 bytes J4ais dayl | Alu,dlg wslile 1970 bytes Jais Lge JS Jiluy 4
.puds 093 1530 bytes AUlu; yadg

Number of messages at R2=4*2000+1*620+1*1560= 6 messages
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Stia :R3 JI R2 oy JEwY| e
Uluy A9 1970/970=2 : il 3 J) Losusdi piis 1970 bytes Alusy JS
Zuls 30 ggx3

$955 Uluy AGs 1530/970=1 : bl 2 J) Laruds it 1530 bytes aluyg
.l 560

192 R3 J] aiw ) Jiluwyll sue 098 1
Number of messages at R3=4%(2*1000+1*60)+1*620+1*(1+1000+1*590)

=8*1000+4*60+1*620+1*1000+1*590
=9*1000+1*620+1*590+4*60= 15messages
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