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Gl Y Leadioed) Ailaall | 5olasl)
L8kl e console  dlagll s \

Goulall a lghag as2iy cONNections
gl (ea cOnsole 2wl RS 232

& Desktop J Jax cgulsll e Y
ok(;zterminal

Al O Y1 Jans elage 53l el v

enter Glalac S Jeanll ¢
Router >Enable OeSall sl Jgaall )
Router #Config t Glalacy) Jaaal Jsaall 1
Router(config)#hostname PRGN JPOU s & 4
[the name]

Router(config)# exit Glalacy) Baad all haail 5agall A
Router# Write

Router# reload s Blaa¥) 2 4l Ll ey sale) q

Jaad) sl

:Basic Cisco Router Configuration Password
DAY B e JEDU g sall AalS Javin e g el el lae] o Gl Ganlie Guki PA (e 2 gishll Gl
Joall LSl Balail 0 aagg
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Console password .\
Enable password .Y
Oo pdiien G Aigeall SHLEY) Jal e Sleadl b Jlail 36 AUX Lagha aaiius :Aux password .Y
digital music player s audio speaker Jie igigall sgay) Jal
Secret password . ¢
Telnet Password .o
g5 S o Aariieaall el

Router > enable L g Mie gag CONSOlE e (juals

Router# config t

Router(config)# line console 0
Router(config-line)# password
123

Router(config-line)# login

Router > enable 9 4alSs Enable (b
Router# config t

Router(config)# enable password

321

Router(configi# enable  secret Bypdia s dalS
password 321

Router(config)# service password Sl de Hoyall @ledS IS s
encryption

Router > enable Aux Ligha b

Router# config t

Router(config)# line aux 0
Router(config-line)# password
456
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Router(config-line)# login
Router > enable laacy aes e Jladd vty Lighaa (uels
Router# config t |
Router(config)# line vty 0 4
Router(config-line)# password
654
Router(config-line)# login

copy running—config ,eY! aladiul 2y enable Laei i leie (gl (e oLV 2

startup—config
Sighll Blia ouali :LAB 2

bl e e 550 el Gy s Cagee DU 13 e

0|
2811
Router()
o vy —Q
2960-24TT PC-PT
; Switch( PCA
PCPT
PCO
Gahadl e Faddiicedl daleall | 59lasll
44kl e console  dlagll s \

Gyulall (1 lhass 25839 CcONNections
gl (s console Ml RS 232
plaial Gigadly bl Gm deals

Straight-through

& Desktop I Jax cgulsll faa Y
ok (;3 terminal

Al N0 Y1 Jan elage 53U el v
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enter

Gilalac D Jedall ¢

Router >Enable

OeSall Jaasl Jgaall °

Router #Config t

Silalac Y Jaadl Jgal) 1

Router(config)#int fa 0/0
Router(config—if)ip add
192.168.1.1
255.255.255.0
Router(config—if)# no shut

IP JEJ\)S\ KYIN ;&Q! Y

Router(config)# line console
0

Router(config-line)#
password 111

Router(config-line)# login

console e (b A

Cagug ollaill & JEY) sale) &5 (a9 clalaeY) Lisy astig Enable J) daail agas el aa
padiuig enable Laal Jodall agas clly aay 8 Lellaaly ageid g yall dalS Jlaa) ey

clalacy) gl show run .l

Router(config)# line aux 0
Router(config-line)#
password 222

Router(config-line)# login

AuX e (el q

Cagung alaill ¢ DY) sale) &S (pag lalacY) Laisy agtig Enable J) ol agas cll 2ay
padiuig enable Lol Jodall agas clld aay o5 Lellaal agtid g pal) dalS Jlaa) allay

clalaeY) (g0 show run o)

Router(Config)# line vty 0 4
Router(config—
line)#password 333

Router(config-line)#login

VY ddie cpels | Ve
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Cagug alaill ¢ DY) sale) o5 (pag SlalacY) Lisy agiig Enable J) ol agas cll aay
padiuig enable Jaal Jodall asas clld aay 5 Lellaal agtid g pal) AalS Jlaa) bl

clalacy) gyl show run Y

Router(config)# enable enable laai cpali | V)

password 321

Router(config)# service el @l peds VY

password encryption

Jia) g enable Jaail Jeaall g8 Glld aay &5 ellaaks agaid g yall Al Jlaa) by
Dol Gl LIS (s88 Eua @llacY) (550 ShOW run 51 aadiisiy g sall 4l

- &

g)n.uu

Remote Access: Telnet and SSH
Ayl (e s ¥ aally S ghl Jie 56 (alil 3 e Jlail LY (uloSsig 1 Laa SSH 5 telnet (e JS o)
a e By ByaY Al
JsS5is n e A0al) yie Dlgad) e 2 o JlaiWh ey j2die & ey o A J5S5g 5 :telnete
OSa 4 iy (51l Ay LS Jui Clllly als¥) olé Telnet duls elis) vie .23 3iwll e TCP
3 e dyaasll pasiog ¥ AaaY) Ll ey A Jgeasll dlley padd gl U8 (e eiehiy ginkalie
oo JuaDU putty Jie zaly s Wilé telnet duls lisy V) Jie delal) lSaall e Lasad,
2 oo Dleall sl S IP ) 0k
Sleadly daeall G idie Jlal) (ads Cum any e Jlad telnet (e ol ST Ly :SSH (Secure Shell)e
Alall Z el juail) pasions 22 Mie o) TCP e Jan ALyl clibull Abalally dupud) s Lo 20 o0
) OpenSSH (e zaly zliai SSH Jlail el .Jsaall Jd (el Jlail oliily Juand) daliad
alad) lee ela) 2 223 e Jleall Jedall g SecureCRT
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SSH Client . SSH Server

=C]

Hello! ks8I'n
Encrypt

Decrypt

Public Key Exchange

.ssh j telnet alaiiul s oo Juai¥) :LAB 3

.ssh gtelnet JsSqigy aladinly a e Jlall ehab asti Cagw <O 128 Haia

0"
2811
Router()
N\
o . au _g
g 2960-24TT PCPT
=, Switch0 PC1
PC-PT
PCO
Gahadl ) Faadicedl daleall | 59lasll
Router > ena Wia Gleiad  dlae]  glial \
Router # conf t ighl)

Router (config)# int fa 0/0

Router (config—if)# ip add 10.0.0.1
255.0.0.0

Router (config—if)# no shut

Router (config—if)# exit

Router (config)# username mohammed | Sy aadiis aul oLl Y
privilage 15 password 123 Cua Joag dndlay g3

Olal (gsina el Jiai Vo
Router (config)# line vty 0 15 Bacld aladiiy gl g Al
Router (config-line)# login local Omdaal) Cpeadiead) bl
Router (config-line)# end vty oy lasy

Router # write

MU-EPP-FM-010 Issue date: 01November2025 Issue no.1 Page 7|8



MU-EPP-FM-010

[

ojliogJl

- give PC1 ip address 10.0.0.2
— open CMD
— Type Telnet 10.0.0.1

— Enter username and password

oo Al g Jla
pcl (w«telnet &)l

SSH Jlail alac)

Router(config)#hostname Mohammed
Mohammed(config)#ip domain—-name
SSHabc

Mohammed(config)#crypto key generate
rsa

How many bits in the modulus [512]: 768

Slll ysally 3Ual

Mohammed(config)#username Al Ao andiil) Cayan 1
mohammed privilege 15 password

aal23

Mohammed(config)#line vty 0 15 Jlaily vty laghi alacl 4
Mohammed(config-line)#transport input | input S o) e ssh

ssh pladiul Lo e sSh
Mohammed(config-line)#login local telnet aladiul xiag ssh
Mohammed(config-line)#ip ssh version

2

Mohammed(config)#end

Mohammed# write

- give PC1 ip address 10.0.0.2 A

- open CMD
— Type ssh —-| mohammed 10.0.0.1

— Enter password

plaaial bl e Jla)
PC1 [ ssh
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