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IF request.isApproved == TRUE THEN
Proceed
ELSE
Reject request
END IF

Aen A1) A8 ga dga g e XU Cangl)

Role Assignment ik sl sall paas Y
role = mapUserRole(user.department, user.jobTitle)
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permissions = loadPermissions(role)
applyLeastPrivilege(permissions)
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userlD = generateUserlD(user.fullName)
password = generateSecurePassword()
createAccount(userlD, password, role)
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sessionTimeout = 10 minutes
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EnableAuditTrail(userlD, actions = [login, view, edit, export])
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CREATE TABLE Users (

UserlD VARCHAR(50) PRIMARY KEY,

FullName VARCHAR(100),

Department VARCHAR(100),

JobTitle VARCHAR(100),

HashedPassword VARCHAR(255),

RoleName VARCHAR(50),

IsActive BIT DEFAULT 1,

CreatedAt DATETIME DEFAULT GETDATE()
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Role-Based Access_ ! Jsas--
CREATE TABLE Roles (
RoleName VARCHAR(50) PRIMARY KEY,
PermissionsLevel INT

);

Audit Logikais¥l Jaw J sas--
CREATE TABLE AuditTrail (
LogID INT IDENTITY PRIMARY KEY,
UserlD VARCHAR(50),
ActionType VARCHAR(50),
ActionTime DATETIME DEFAULT GETDATE()

);

aadiall LY SQL 4l 5
Procedure: Create_New_User
CREATE PROCEDURE Create_New_User
(
@FullName VARCHAR(100),
@Department VARCHAR(100),
@JobTitle VARCHAR(100),
@RequestedRole VARCHAR(50)
)
AS
BEGIN
SET NOCOUNT ON;

35a s sl O e i)

IF NOT EXISTS (SELECT 1 FROM Roles WHERE RoleName = @RequestedRole)
BEGIN

RAISERROR('Role does not exist.", 16, 1);

RETURN;
END

sde a8 )+ anl) Ge cial Y J sl alasinly UserlD sl
DECLARE @UserID VARCHAR(50);
SET @UserID = LOWER(LEFT(@FullName, 3)) + CAST(ABS(CHECKSUM(NEWID())) % 10000
AS VARCHAR);

(dsas Jsl die a juad Sia) A 5a ) 5 pe 4alS oLi3)

DECLARE @TempPassword VARCHAR(50);
SET @TempPassword = "Tmp#' + CAST(ABS(CHECKSUM(NEWID())) % 999999 AS VARCHAR);

MU-EPP-FM-010 Issue date: 01November2025 Issue no.1 Page 8|9



[

ojliogJl

Dsoall LS s
DECLARE @HashedPassword VARCHAR(255);
SET @HashedPassword = HASHBYTES('SHA2_256', @ TempPassword);

Usersdsis J praiuall ddla)

INSERT INTO Users (UserID, FullName, Department, JobTitle, HashedPassword, RoleName)
VALUES (@UserID, @FullName, @Department, @JobTitle, @HashedPassword,
@RequestedRole);
GAN Jas 4 dleal) Joas

INSERT INTO AuditTrail (UserID, ActionType)
VALUES (@UserID, 'CREATE_USER');

EXEC Create_New_ User
@FullName = 'Ahmed Ibrahim',
@Department = 'HR,

@JobTitle = '"HR Specialist',
@RequestedRole ='HR_USER';
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