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What Is Software Testing oiial
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u Verify that it behaves “as specified” ,
L To detect Defects | Errors ,
(L To validate that what has been specified is what the user actually wanted.
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The 7 Quality Principles and Concepts
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2. Exhaustive Testing is Impossible! (=W WEA] Sls) Joal!
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7 Principles of
Software Testing

3. Early Testing

4. Defect Clustering

5. The Pesticide Paradox
6. Testing is Context Dependent (3lodl Jo sa% L) &
7. Absence of Errors Fallacy ( dalls slas) L&) \
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1- Testing shows the presence of
Defects

We test to find Faults (a.k.a Defects). As
we find more defects, the probability of

undiscovered defects remaining in a

system reduces. However Testing cannot

prove that there are no defects present
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Testing shows presence of Defects

Hence, Tesfing principle states that -
Testiq shows presence of defects

Le. Tesfing reduces the probabity of
undiscovered defects remaining in the
software but even if no defects are
found, t is not a proof of correctness.
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2- Exhaustive Testing is Impossible!

We have learned that we cannot test
everything (i.e. it is not possible to test all
the functionalities with all valid and invalid
combinations of input data during actual
testing). That is we must Prioritise our

testing effort using a Risk Based Approach.

Exhaustive Testing is impractical and

impossible?

Hence it is reccommended to test input data
using different methods like Equivalence

Partitioning and Boundary Value Analysis.

[

i you were to test al the possble
combinations, project Execution

time & Costs wil rise exponentially

of testing based on the Risk
assessment of the application.
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3- Early testing Defect fix cost
32
Testing activities should start
16 _—
as early as possible in the
g B Requirement Analysis
development life cycle " Design
4 B Coding
. . . B Testing
The earlier In life cycle a ) o
defect Is detected, the
cheaper it Is to fix it. 1 . . . .
Requirement Design Coding Testing  Maintenance
Analysis b
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WATERFALL MODEL
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SDLC V-Model

The V-Model stands as one of the most systematic and quality—focused Software Development Life Cycle

(SDLC) methodologies. It is also known as the Verification and Validation model.

It extends the traditional waterfall model by emphasizing verification and validation at each phase of

development.

This model focuses on verification and validation activities early in the life cycle thereby enhancing the

probability of building an error-free and good quality product
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Validation and Verification process L
What is Verification in Software Testing? The main goal of verification process is to ensure quality of software application, design,

architecture etc in order to check if the software has been built according to the requirements or not.. essentially answering the

question "Are we building the product right?“ Verification finds the bugs early in the development cycle

What is Validation in Software Testing? Validation in Software Engineering is a dynamic mechanism of testing and validating if the

software product actually meets the exact needs of the customer or not.

*Verification process comes before validation whereas Validation process comes after verification.
eVerification process includes checking of documents, design, code and program whereas Validation process includes testing and
validation of the actual product addressing the question "Are we building the right product?".

e Verification does not involve code execution while Validation involves code execution.

e Verification uses methods like reviews, walkthroughs and static analysis whereas Validation uses methods like black box testing, white

box testing
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The V-Model consists of two main phases:
Verification Phase of V-Model (left side of V) Rex:iarl;:::nt € ¥ System Testing
Validation Phase of V-Model (right side of V) \ /
ool S 2 Verification dope sy el 0 V Csﬁb& RES HighLevel ¢ 5  Integration
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SDLC: SDLC is Software Development Life Cycle: It is the sequence of activities carried out by
Developers to design and develop high-quality software.

STLC: STLC is Software Testing Life Cycle: is a sequence of specific activities conducted during the
testing process to ensure software quality goals are met.

Software Testing is not just a single/isolate activity, i.e. testing. It consists of a series of activities

carried out methodologically. STLC involves both verification and validation activities.
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4. Defect Clustering
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During testing, it may happen that most of the defects
found are related to a small number of modules. There

might be multiple reasons for this like the modules may be

Defect Clus+erin9

contain most of the

defects detected

A small number of modules
complex, coding related to such modules may be

complicated etc.

ndenh'ﬁ’ such riskﬂ modules

r'—

By experience you can }

This is the Pareto Principle of software testing where 80%

. of the problems are found in 20% of the modules.
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5- The Pesticide Paradox @ = == .

Pesticide Paradox principle says that if the same set of test cases are executed again and again over the period
of time then these set of tests are not capable enough to identify new defects in the system. If required a new set
of test cases can be added and the existing test cases can be deleted if they are not able to find any more

defects from the system.

r

[ TF the same tests are repeated over
and over aqain, eventually the same test
cases will nd longer find Yew bugs

sade L) OVl clad) e (g slall &) lae
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[4” This is the another priciple of testing
called "Pesticide paradox’

@) To overcome this, the test cases
needed 1o be re ulorbdrevieued &
W a

revised, addi different test
cases to help™hind more defects.
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6- Testing Is Context Dependent

There are several domains available in the market like Banking, Insurance, Medical, Travel, Advertisement etc
and each domain has a number of applications. Also for each domain, their applications have different
requirements, functions, different testing purpose, risk, techniques etc. Different domains are tested differently,
thus testing is purely based on the context of the domain or application.
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What is (KLOC): KLOC (thousands of lines of code) is a traditional measure of how large a computer
program is
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7- Absence of Errors Fallacy
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quality software:

1) The producer’s view of quality software means meeting requirements.

2) Customer’s/User’s of software view of quality software means fit for use.

cifed The 2 software Quality Gaps:

Producer Slldel) ijwﬁuwaﬁd\ R C‘i\ 52 (B o) 5gmedl
Gap : :
Quality as delivered REAY

Start
Customer ., o adhed & Lo g 3p2ll (25 tsal) ) Al 553 (2 L5l 3500
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To close the Customer’s gap we need :

® Customer surveys:
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® JAD (joint application development) sessions:
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Psychology of Testing LY La o) S
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= It is important that they work together

= |t is also important that they have mutual respect (J2bis »nasi g o) yiah)for each other,

= Collaboration (¢st=d)) is the right approach (<l z¢)— we work to a common goal!
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Testing Constraints

1. Limited Schedule & Budget (4ilyw)

2. Limited tester Skills
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Testing Within the Software Lifecycle

1. Test Levels >

2. Test Types

3. Test Technique

4. Regression Testing
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