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Test Technique

* White Box
* Black Box
¢ Gray Box Zero Full Some
Knowledge Knowledge Knowledge
. Testing as
Testing as Testing as User with
Attacker Developer access to
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White Box oo

* Testing technique based on knowledge of the internal logic of an application’s
code and includes tests like coverage of code statements, branches, paths,
conditions.

 also known as structural or glass box testing or structure based testing

* typically undertaken at Component Test phases by development teams
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* Black Box 6)lioll

A method of software testing that verifies the functionality of an application
without having specific knowledge of the application's code/internal structure

» Tests are based on requirements and functionality.
« WHAT a system does, rather than HOW it does it
 also known as specification based testing
 applies for Functional and Non-Functional testing
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e Gray Box
(e Fsaiall Jd) Gray Box Testing
Black Box s White Box ox =« »

Camy sed allaill o A A jra apal Lid
ol e

Glily ae) g8 @

Pl ale IS

T LAY 13 a6y (ra

araadll e o g0l 4l iidas

To sl A e ¢

Glas o) G JalKille

Al padll a5 bl ac) 8 ae Jalzille

3580 4355 094 SAL Injection JLEA &) o) 4iSay SQL clily 3ae1d aniicy sl o Cijay pbdall (S 13 1 Jla

0RO
MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy Ao



Aalall

S
3 S Audags

EyEE

White Box
all<

el

Sl slaidll
s Alle

Unit Testing

‘White Box —wla il Lidl Unit Testing
‘Black Box — Jsalljlial 5 oUaill jLisl System / Acceptance
*Gray Box—dslill 5 (el sl

MU-EPP-FM-005

Issue date 17November2025

Va

6)LiaJl

Black Box
SEPT

e o o !‘ / .u . !‘
Cailla i

-
« « T o @

System Testing

1ssue no:1

Gray Box
CeY s Jalsill
adass e
Security /
Integration

https://manara.edu.sy

I



[

ojligJl

Black Box Techniques

- Based on requirements(From the requirements, tests are created)

* Techniques

- Equivalence Partitioning
- Boundary Value Analysis
- Decision Tables

- State Transition Testing

- Use Case Testing
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It helps the tester to detect defects in the application
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Test Case Examplel (simple test)

Test Case #: 2.2 Test Case Mame: Change PIN Page: 1 of 1
myvstem: ATRHM msub system: PIN
Designed bhy: ABC Design Date: 28/11./°2004
Executed hy: Execution Date:
short Descripion: Test the ATM Change PIN sexvice
Pre-conditions
The user has a wvalid AT card - The user has accessed the ATMW by placinghis AT cardinthe machine
The currert PIM 151234
The system displays the maih mehn
Step | Action Expecied Sysiemn Response Pass! | Comment
Fail
1 Click the 'Change PIM' buttonn | The system displays a message askang the user to enter the new PIN
Etter '2555 The system displays a #’nessage asking the user to corfinm (t e enter)
the new PIN
K Fe-enter '5555 The system displays a message of sueccesshul operation
The system asks the user if he wants to perform other operations
4 | Click "WES' batton The system displays the man menu
o Check posi-condition 1

Po st-cond iHons

1.

The niewr PIM '55355" 15 sawvedin the database




Test Case (Login example)

J'!.ﬂ.j.ﬂ."
Test Case |ID
Title

Preconditions

Test Steps

Test Data

Expected Result

Status

uogll

TC_Login_01

elhill Jzuwe piziuwall

1. Josall @b aib

2. usuo o A3luio 'I'_'LuJI db_‘n!
3. dzisun 180 dalS L]I-}Jl

4. olc hwall Login

username = inas

password = 1234
dpagiJl dzaall Gl Jgzall o0

Passed
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Negative testing e
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Invalid System Error VR N O T W IR [ P - PR
Input
: bl JLERY) e Jlia
Negative Test S
9 dpéd.\;uucd}u

d5a e pe addBia sl JKA)
ML\AJ})AMSSJ\AJJ °

Valid Ex Er:ted 1o i) g e
- Systam P “4.0)13 d)sﬂ\ aﬂ}
Input Result Ll paaia ye Jia G dald jgay JAY
Positive Test - a8 sial) Al 4
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Positive Testing

Negative Testing
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Aaill gf AUaill (e i 6 Ja SLEAY aadiud (Test Cases) JHEAY) c¥l (e daliie de gara & JL3aY) 4aja Test Suite
s s LS Jamy ali il () (e gal) Coagy SlalS

Test Suite: Login Module

Test Case ID Description Input Expected Result
TCO1 e J A Jaaud user/pass s zali J s
TCO2 Ahla g e 4K user/pass Uas Uas Al
TCO3 gl Jaa username g & il 4
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1- Equivalence Partitioning(EP)
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Equivalence Partitioning example )l

IF Value >= 1 AND Value <= 100 THEN ....

0
37 65 99 101

48 87 1000

- |

‘INVALID’ ¢ ) ‘ ;
VALID PARTITION INVALID
PARTITION ART IO
0RO
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Equivalence Partitioning (s 58Sl avill (i 04) . . 4oz 33655 Test Suite Slawl oo sllasll o

:Jadl
Test cases for program ‘Square’ based on Input domaln

Test Case Input X Expected Output

; 0 Invalid Input

|2 5 2500

| 101 vl Input

0RO
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Test Case

1
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Price Discount
100S or less 10%
Between 100S and 5005 30%
500S or more 50%
Equivalence Partitioning (85 % Y « + 4kl (88 Test Suite gl s sthall g
Input Expected Output Discount :Jadl
-30 Error Message invalid class
50 45 10%
300 210 30%
800 400 50%
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2-Boundary Value Analysis (BVA) Agdal) agdl) Jalas
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Boundary Value Analysis
IF Value >= 1 AND Value <= 100 THEN ....

Value = 1 Value =100
(valid) (valid)
Value =0 Value = 2 Value = 99 Value = 101
(invalid) v (valid) (valid) ! (invalid)

N N/
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deola
Black Box Techniques
e Equivalence Partitioning
e Boundary Value Analysis
e Decision Tables < | LA ol pasid 5a

Mo JL@‘ C’!a.'u D929 I D
Ly dise o dndd) a8 e U
* Use Case Testing fot oYl gl e Js O

e State Transition Testing
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3-Decision Tables e 1A Jglaa
saial) dgilal) selgdll s r,bwﬂi ol dusa 3 s Ol 5o (p (Decision Tables) |\ Joler
Ay 35 ) SV i 3 selady glelly Loy 2l e eyt e 5 3
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Conditions - (Condition stub) | Condition Alternatives —
(Condition Entry)
Actions — (Action Stub) Action Entries
Condition entry
e
~ ™

Rulel Rule2 Rule3 Rule4 m——
Conditions TCO2 TCO8 TCOS
Conditionl Yes Yes No No UserlD Valid Invalid Valid
Condition stub .. . .
Condition2 | Yes No Yes No Password Blank | Invalid I Valid
Actionl Yes Yes No No Actions
Action? No No Yes No Login Successfully Execute
Action stub i
const Action3 No No No Yes Error showing
‘Invalid Credentials' |Execute|Execute
-

~Action Entry
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Decision Table Testing example daolas
DJ-::-_..-_._,;-.
Test 1 Test 2 Test 3

> 55 yrs old F T T

Smoker F T F

Exercises 3 times a week + T F T

History of Heart Attacks F T F

Insure Y N Y

Offer 10% Discount N N Y

Offer 30% Discount Y N N

What will be the out come of the following Scenarios?

Joe is a 22 year old non smoker who goes to the gym 4 times / week and has no history of heart attacks in his
family

Kevin is 62 year old non smoker who swims twice a week and plays tennis. He has no history of heart attacks in
his family

0RO
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Example i 2l (389 Ll gal il gy pUaely o 85 daa yy 48y

SY. . <l Part Time 2> ol s Ungraduated z_aie e
SA. . &S Full Time S ol su Ungraduated z A% ne
<« ) Part Time 2> ¢l s Graduated o~

$1 il Part Time ) ¢l 52 Graduated z A

-« ) Full Time 92 Graduated 7 _r~w

S\o 3 Full Time J<\S 5l s Graduated z A

96 -+ Ay HLEAV) OV alagl s 1Al Jsas alag) i sllaall

Conditions 1 2 3 4 oAl Jgaa
T A F F T T
JalS al 9 F T F T
Actions
<A 300 800 600 1500
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Jsi= 3 (Rules) selgdll sue Jdis i)e 5a ( Decision Table Reduction / Simplification) S Jalae Jise
Sy ol 3 Jeuly Joual Joad Jao G cplladl W ddais f glad) 402 o 6l ) 1
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%)+ » Aseady JLIAY) CNLA a9 o jlatid) g ) AN Jgaa alan) s sllaall g

Conditions 1 2 3 4 5 6 7 8
il 5o F F F F T T T T
0. > yeall F F T T F F T T
Yoo <daa F T F T F T F T
Actions
Al ey F F F F F F T T
S 252 F F F F F F T F
oo Al miay Y T T T T T T F F
Conditions 2 3 4
il 5o F T T T
0. > yall - F T T
Yoo <A - - F T
Actions d‘ PY\ Az
il e T T .
JaS 2 5a F
o A e Y T T F F
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Test-Suite Table deols

MU-EPP-FM-005

Expected
No Input
output
Y. Por= uL)AJL(,A;_\ =)

YOo... 4_14\) UA)SS &
@S‘JOODJAQLJ.EJAUALH\ .
M\JYOaJAQLJLJAuM\ CAUAJAS\E_MJ

3 :
V0. Jai€
M\JiObJAQuLJAUAMM UJLUAJSMC_\AA
4 :
Yoo JaiS
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Vopsg cAv o8 dop ddas dloghas dudkin oy O 13) doed) & U1 L, T Jte

A B Ty 9l 3,000 31601 Ay Ty ogd) o

%)\ .. a.uu.i: JM'Z'\Y\ YA J\;ﬁ\} ojhaﬁi\} )\)SM djh .J\.;.i\ :LT\)JLAS\}
Conditions 1|2 4|15(6|7|8|9(10|11|12|13 |14 15| 16
Wleslas fdin > F|F FIF{F|F|F|T|T|T|T|[T|T|T|T
Ao ST A F|F F{T|T|T|T| F | F|F FI T TI!ITIT
Voo ol e F|F TIFIF|T|T|F|F|T|T|F|F|[T]|T
Bl s ol FIT T|F{T|F|T|F|{T|F|T|F|T]|F|T
Actions
2 gall a5 dnially Jis, F|F FIF|F|F|F|F|F|F|F|F|F|F|T
v lawsdaidbdis | F | F FIF|F|F|F|F|F|F|F|F|F|T]|F
daiall Jiy Y T[T r{ryr(yryr( T | 1T | T | T|[T/|T F F
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Conditions 1 2 3 4 5
dleghas duwdin 7y 5~ F T T T T
Av oo ST daas - F T T T
J ¥aV aay
Yoo el el - - F T T -
S e Jol- - - - F T
Actions
3 gall a9 dadally J3by F F F F T
A Al Doy g Aalally Ja8y F F F T F
dadaly gy ¥ T T T F F
No Input Expected output
1 YO o yae 5 A) adaza 4l slre dusdit g A (ual a2l daidl Jay )
; s 7 Vo Al et o i oy Test-Suite Table
3 YY) oyac 5 AO 4liea diila slae duatia g ja il daially Jiy Y
4 Jasill e Jeala sl 5 Y0 0 _yae 5 A0 alana dila shea duadin g A paikall 23} A fay g Aaially Ly
5 Jasill e Juala 5 Y0 o pee 5 A0 adana d3la sl duidia oy A adial) 3 gall Tay g Aaially iy
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