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Test Technique

* White Box
* Black Box
¢ Gray Box Zero Full Some
Knowledge Knowledge Knowledge
. Testing as
Testing as Testing as User with
Attacker Developer access to
some data
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White Box oo

* Testing technique based on knowledge of the internal logic of an application’s
code and includes tests like coverage of code statements, branches, paths,
conditions.

 also known as structural or glass box testing or structure based testing
* typically undertaken at Component Test phases by development teams
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A method of software testing that verifies the functionality of an application
without having specific knowledge of the application's code/internal structure

» Tests are based on requirements and functionality.
« WHAT a system does, rather than HOW it does it
 also known as specification based testing
 applies for Functional and Non-Functional testing
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Black Box Techniques

- Based on requirements(From the requirements, tests are created(

* Techniques

- Equivalence Partitioning
- Boundary Value Analysis
- Decision Tables

- State Transition Testing

- Use Case Testing
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It helps the tester toetect defectm the application
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Test Case Examplel (simple test)

Test Case #: 2.2 Test Case Mame: Change PIN Page: 1 of 1
myvstem: ATRHM msub system: PIN
Designed bhy: ABC Design Date: 28/11./°2004
Executed hy: Execution Date:
short Descripion: Test the ATM Change PIN sexvice
Pre-conditions
The user has a wvalid AT card - The user has accessed the ATMW by placinghis AT cardinthe machine
The currert PIM 151234
The system displays the maih mehn
Step | Action Expecied Sysiemn Response Pass! | Comment
Fail
1 Click the 'Change PIM' buttonn | The system displays a message askang the user to enter the new PIN
Etter '2555 The system displays a #’nessage asking the user to corfinm (t e enter)
the new PIN
K Fe-enter '5555 The system displays a message of sueccesshul operation
The system asks the user if he wants to perform other operations
4 | Click "WES' batton The system displays the man menu
o Check posi-condition 1

Po st-cond iHons

1.

The niewr PIM '55355" 15 sawvedin the database




Test Casel(ogin example)

J'!.ﬂ.j.ﬂ."
Test Case |ID
Title

Preconditions

Test Steps

Test Data

Expected Result

Status

uogll

TC_Login_01

elhill Jzuwe piziuwall

1. Josall @b aib

2. usuo o A3luio 'I'_'LuJI db_‘n!
3. dzisun 180 dalS L]I-}Jl

4. olc hwall Login

username = inas

password = 1234
dpagiJl dzaall Gl Jgzall o0

Passed

MU-EPP-FM-005 Issue date 17November2025

issue no:1

https://manara.edu.sy



[

Negative testing oyl o)
S s il sl 8 (NegativeTesting)
@MM;LL;Y\CALJAM;‘} eLLa.'d\ U\UAJS\.SH‘
2l ol (e S JWaa) L oy liidl) dlee 4l 4dy ja3 Sy s
H . “ . :~.~S" A
conall e JAY) (=8 A
Invalid System Error )V I B B P [ I S - P .
Input
Negative Test
. A PEDS FIALY d\;d) °
Valid »| System Expecte:g e fdwu’ Jeall & 5 o
Input Result Ll paaia ye Jia G dald jgay JAY
Positive Test ; :
[Ei[E]
MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy Ao



6)lial
3;,3;.;4 AA:\M Pr= PRERN| C'_m\_'m\,g..d\
et Qe s A QLAY el HUail) i asll ,
Metu\uusu\ Mgdﬁ%“i}“ , 5 o dn axgl)
Enter Only Numbers Enter Only Numbers
99999 ‘ abcdef
Positive Testing Negative Testing
0RO
MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy Ao



Py

6)lial

Adaill of sl (e e ¢ e JLEAY axiiud ( TestCases) / o TestSuite

s s LS Jamy ali il () (e gal) Coagy SlalS
Test Suite: Login Module
Test Case ID Description Input Expected Result
TCO1 zanaa Jsaa o user/pass ga>a zali Jgan
TC02 Ahbla e dalS user/pass U Uas Al
TCO3 g8 Jaa username g Ll PREGNON| R
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1- Equivalence Partitioning(EP)
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Equivalence Partitioning example

LYJ

‘INVALID’
PARTITION
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IF Value >=1 AND Value <=100THEN é .
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Equivalenc®artitioningo ¢ T pf BHEKIR: - 6 Ly [ [MTest StiteYh pPatHaAD

NI,
Test cases for program ‘Square" based on Input domain

Test Case Input X Expected Output

; 0 Invalid Input

|2 50 2500

| 101 Invalid nput
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Price Discount
100S or less 10%
Between 100S and 5005 30%
500S or more 50%
Equivalence Partitioning X T%1 ~» wy I M Fest Iwted p pdATHd T
Test Case Input Expected Output Discount :Jadl
l, -30 Error Message invalid class
, 50 45 10%
B 300 210 30%
l, 800 400 50%
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2-Boundary Value Analysis (BVA)
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Boundary Value Analysis
IF Value >= 1 AND Value <=100THEN ¢ .

Value = 1 Value =100
(valid) (valid)
Value =0 Value = 2 Value = 99 Value = 101
(invalid) v (valid) (valid) ! (invalid)

N N/
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Black Box Techniques

e Equivalence Partitioning

e Boundary Value Analysis

e Decision Tables < - dEBRE 280
JEP@CQANL C
g\ Q0. DEHTY C

e Use Case Testing 'd; QY BEfhe ™ C

e State Transition Testing
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3-Decision Tables 6)Liod!
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Conditions - (Condition stub) | Condition Alternatives —
(Condition Entry)
Actions — (Action Stub) Action Entries
Condition entry
e
~ ™

Rulel Rule2 Rule3 Rule4 m——
Conditions TCO2 TCO8 TCOS
Conditionl Yes Yes No No UserlD Valid Invalid Valid
Condition stub .. . .
Condition2 | Yes No Yes No Password Blank | Invalid I Valid
Actionl Yes Yes No No Actions
Action? No No Yes No Login Successfully Execute
Action stub i
const Action3 No No No Yes Error showing
‘Invalid Credentials' |Execute|Execute
-

~Action Entry

[EicsE
MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy ; :



[

Decision Table Testing example daola
Test 1 Test 2 Test 3
> 55 yrs old F T T
Smoker F T F
Exercises 3 times a week + T F T
History of Heart Attacks F T F
Insure Y N Y
Offer 10 % Discount N N Y
Offer 30 % Discount Y N N

What will be the out come of the following Scenarios?

Joe is 22 year old non smoker who goes to the gytimes / week and has no history of heart attacks in his
family

Kevin is62 year old non smoker who swims twice a week and plays tennis. He has no history of heart attacks in
his family
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Example S X O 3 IOF X T ME F RHBILH 1w
$Y.. 4 lgartpime ¢ € O Mngradoaed 26 Db 9 B

SA-+ 4 RlFTpme 9 B [ngradaatedt B3P P 3 B

$1.- 4 Bdrtpime ¢ C O fGradaateth GGP b

$Vo.. 4 Ul Tme 3B F Grad@mtedn G b

%)V-- w332 pF3y93bF  DoHSr |

Conditions 1 2 3 4 oAl Jgaa
F F T T
F T
Actions
300 800 600 1500
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Conditions 1 2 3 4 5 6 Z 3
COHB F F F F T T T -
o. >0r J1OF F F T T F F T T
Y....<93 CIOR F T F T F T F T
Actions
KOYIR © T F F F F F . T T
Ay Yo t m F F F F F E T =
KOYKF @3|r 1T B T T T T T F F
Conditions 1 2 3 4
CAHB F T T T
o. >0r J1 OF - F T T
Y.... <93 CHOF - - F T
Actions N
KOUIOR 1 |1 F T - J‘PY\M
Oy YHbLt ™M F F T E
KOUIOF [3r T T F
Issue date 17November2025 issue no:1 https://manara.edu.sy = EI



Test -Suite Table

[

MU-EPP-FM-005

E ted
NO Input XPeLls
output
Y. K bl IOF
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\o. M3ybFp
oh W K bl HOF
2 MAbV@r C'D'H%C)&POFFOQ\?J
3 mwsobﬁ@rK C A+ B 8bPK 30F lOF
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Conditions 112(3(4(5(6|7|8| 9 (10(11|12|13|14| 15| 16

GEKkAnz YHn rGeEAL |[FARRF|Fl T | T | 7|t |T|T]|T]|T

ecdn ¢I0AHME |F|F|F|T|T|T|T|F|F|F|F|T|T|T]|T

Dcdon, AMBRGAE |F|T|T|F|F|T|T|F|F|T|T|F|F|[T|T

O0zz Q064 ?YFgTC_')@F\'QFTFTF Tl r|T|E|T|F|T

Actions

bFHIIOF YCXYF MF |Wj| &1 kIFFFFOAMR | F | F | F|F|F|F|T

WM w3 h YCX¥1m| AYF3{FOF|ZF|[DHHAT F | F F S I O

wj 3rtOF2 PRYTTET|T|T|T|T| T|T|T|T|T|T|F|F
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JaimMa@H3Ir IOF 3 33 4T

Conditions 1 2 3 4 5
GEkAnz YHn | GeEAYH | NAnN T T T
é ¢ dn, ¢DHoAH - F T T T
Dabn ABRH&GE - - F T T
O0zz70064a 2Y3 OOdAlJg - - = T
Actions
bFHTI OF YC3ytm Fwj 31 KFf 2 |OJyHT F T
wnN w3 h YCHTMF wj|3T1T OF 3] OFUT T
Wwj 317 FOF 3 PRIUT b T T F F
No Input Expected output
1 Yo nOM KmMIOC/1B Wy bFBHANB wWHC3 KWje3TrOF %
2 Yo mOw KmtOC/ieB wWy b BHAJNB gp'szyj smp J a
3 YN nOWm KmOC/TB wy b BHANB gl;'F.)C3@j smMOp I a
4 ST H3IF n $Kun NbKMOEYBIOMYyY b BH AN yMIPhQ3 v & €
5 OTH3IF Yoo UKOAMOKFOE M B Wy bF BH AN B pHBCIOF & LT3

AT Ma@H3TIOF 2 234rT

MU-EPP-FM-005

Issue date 17November2025

1ssue no:1

[E)ici ]
https://manara.edu.sy ; z



S
MU-EPP-FM-005 Issue date 17November2025 issue no:1 https://manara.edu.sy ; 2



